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For firms that lack a plan for responding to data breaches, it is time to get 

one. 

The latest data breach report (PDF) by the Identity Theft Resource Center 

(ITRC) tallied just over 1,000 data breaches in the United States, during 

2018. U.S. data breaches hit an all-time high in 2017, with a total of 1,579 

breaches, representing an increase of 44.7 percent over 2016. Research firm Cybersecurity Ventures has 

predicted cyber-crime damages will cost a staggering $6 trillion worldwide annually by 2021, a $3 trillion 

increase from their 2015 estimate. 

The number of corporations experiencing data breaches has gradually increased since 2013, from 33 

percent to 52 percent, according to data from the Ponemon Institute. Hackers do not discriminate. 

Breaches span companies of all sizes and across all industries. 

Still, only 35 percent of companies have a fully realized data breach plan in place, according to 

cybersecurity publication CSO's 2017 U.S. State of Cybercrime survey. Other studies have reported up to 

90 percent of companies lack an adequate response plan. This is an astonishing figure, given the cost that 

will be placed on companies who experience a data breach. 

Even among those companies that do have data breach plans in place, their real-world responses are often 

disorganized. What good is having a data breach plan if it is not used for its intended purpose? 

Here are six ways to get the most out of a data breach plan, by ensuring it remains actionable and relevant. 

1. Ensure the plan is available

Some companies implement policies, but then let them die in a document, without making those policies 





If your first run-through of the plan occurs after a breach happens, then you are in for a big surprise. A 

breach will generate an enormous amount of stress for employees, and if they are not familiar with the 

plan, matters could get worse. 

Rehearse the plan on a regular basis. Simulate events in real time to ensure all the right components are in 

place. Training employees to detect and defend against security threats is the best way to ensure your plan 

is implemented properly in the event of an attack. 

6. Reach out to your insurance carrier

Keep in contact with your insurance carrier. The best carriers will offer you risk-mitigation advice to help 

your company protect itself from a breach. For those without a plan, your carrier will likely have 

information that will help you get started. 

The average cost of a cyber attack is $5 million, according to Ponemon, which includes $1.25 million for 

system downtime. The statistics are staggering. We no longer discuss what to connect, but rather discuss 

that which is connected and how to protect it. A recent article by cybercrime expert Robert Herjavec, put it 

this way: "More connectivity. More points of vulnerability. More attacks. More risk." 

Steven H. Anderson is Vice President, Product Executive - Privacy & Network Security, QBE North 
America. QBE is an integrated specialist insurer operating in all key insurance markets, providing global 
capacity and expertise to meet customers' risk management needs shaped by unique exposures and 
changing business climates on local, national, and global levels. 
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